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Automatically Detect Ongoing
Cyber Attacks in Real Time



The cyber attacker blueprint

Gain privileged Extend compromise Steal or destroy key
access to the network across the network assets

 Employees, * Spread malware * Find key assets

partners » Elevate access « Aggregate data
* Phishing » Establish control * Tunnel out of the
« Social engineering network
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A closer look at modern cyber attacks
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Perimeter security and SIEMs can’t detect ongoing attacks

Prevention Phase Active Phase Clean-up Phase
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% Enterprises are overly
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1 Designing an Adaptive Security Architecture for Protection
from Advanced Attacks, 12 February 2014, ID G00259490
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How we automatically detect ongoing attacks in real time

All packets
N-S, E-W traffic
Any OS, app, device

No signatures
No rules
No configuration
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Security that thinks”
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Behavioral
Machine learning
Correlated over time

Prioritized by risk
Correlated by host
Insight into attack



Community Threat Analysis centers investigation on Insider
Threat and Key Assets

o Puts key assets at the center of

real-time threat investigations Individual Host

o Communities built automatically Host with detection

based on network activity

» Displays proximity and impact of
threats to key assets

* Dynamically shows the

Host: Kerris-MBP A
Last Seen IP: 10.42.12.188

Connections within community: 5

Connections outside community: 29

progression of an attack $
* Reveals devices operating outside Community [ et cerany
their normal communities (e.g., Finance)
o Enables faster, smarter Key asset Latest Detections
decisions EEZ Data Smuggler, Dec Sth 2014 04:15
Connected Community [Pl Brute-Force Attack, Dec 8th 2014 13:33
(e.g., Engineering) X Data Smuggler, Dec 7th 2014 10:22

XD Hidden Tunnel, Dec 5th 2014 15:16
2 Hidden Tunnel, Dec 4th 2014 16:31
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